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Major in Cybersecurity

MAJOR REQUIREMENTS UNIVERSITY REQUIREMENTS
PREREQUISITE (33 CREDIT HOURS) Course No. CH |PREREQUISITE (30 CREDIT HOURS) COURSE NO.
3 ITCC 204 Cybersecurity Programming ITCS 202
3 MNone Language and Communication COMM 103
3 l:[?[-: 1‘2]2' Cryptography ITcs3n 3 None Histary of Qatar HIST 103
X ITCC 104 ITCC 301 3 None Governance LAWC 305
- . Operating Systems
2 P g2}
MrdEZtL 3 None Islamic and Warld Cultures SOCI 102
3 ITCS203 Web Development ITCS 316
3 ITCS303 Principles of Cybersecurity ITCS 317 3 MNone University Success UNIV 101
C Network Security .
ILESB03 Ehwork Secunt ITCS 310 3 None Leadership, Entrepreneurship, and Innovation UNIV 201
3 ITec 301 Malware Analysis ITCS 312
- ITCC 207 3 MNone English Composirion | ENGL 114
z Nane Infarmation Assurance Compliance, Audit, and | ITCS 416 3 ENGL 114 English Composition I ENGL 115
Risk Management
3 ITCS 310, Ethical Hacking and Penetration Testing ITCS 407 3 None Sustainable Development STDE 201
\T%% 0z 3 None Foreign Language Requirement Foreign Language|
3 l‘TTLLLS ig ; Digital Forensics e e COLLEGE REQUIREMENTS
2 & (48 CREDIT HOURS) COURSENO.
3 Cyber-Physical Systems Security ITCS 401 ] ]
- ITCS 310 3 None Discrete Mathemarics ITCC 102
CH ‘ PREREQUISITE ‘ MAJ(%RCFI-IIEE[():ITFIYI%EJQRSU)RSES ‘ Course No. 3 None Computer Programming ITCC 204
3 3151TCS Special Topics in Cybersecurity 35 1TCS 1 None Caleulus ITCC 105
3 4151TCS Blockchain Technology M5ITCS 3 ITCC 105 Linear Algebra ITCC 101
3 HTITCS Risk Management 4111TCS 3 ITCC 204 Object Oriented Programming ITCC 250
3 4121TCS Multimedia Security M2 ITCS 3 ITCC 250 B S nraes [T 201
K] M3ITCS Secure Systems Analysis and Design 4131TCS 3 ITCC 105 Probability and Statistics STAT 201
3 414 1TCS Wireless Networks and Security M41TCS 3 None Fundamentals of Information Technalogy ITCC 104
3 304 ITEC Cloud Computing 304 ITEC 3 ITCC 201 Algorithms and Problem Solving ITCC 103
3 305 ITEC IT Project Management and Entrepreneurship| 395 ITEC 3 None Ethics and Professional Responsibilities ITCC 106
3 403 ITEC Mobile Applications Development 403 ITEC B3] ITCC 250 Database Systems ITCC 306
3 303 ITEC Data Analytics 303 ITEC 3 ITCC 250 Software Engineering ITCC 307
The student can request to register for the course concurrently with the pre-requisite. 3 ITCC 104 Netwarks ITCS 3203
B3] ITCC 204 Intraduction to Artificial Intelligence ITAI 201
3 |ITCC 307, and should| Pracrical Training ITCC 400
pass at least 75 CH
3 | mCc400, and should | Graduation Project ITCC 403
pass atleast 90 CH
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Academic Year 1 (30)

Spring Semester / Semester 2 Fall Semester / Semester 1
CH Course Title Course no CH Course Title Course no
3 Object Oriented Programming ITCC 250 3 Calculus ITCC 105
3 Linear Algebra ITCC 101 3 Computer Programming ITCC 204
3 Fundamentals of Information Technology ITCC 104 3 Discrete Mathematics ITCC 102
3 |University Success UNIV 101 3 History of Qarar HIST 103
3 |English Composition Il ENGL 115 3 English Composition | ENGL 114
Total Semester Credit Hours: 15 Total Semester Credit Hours: 15

Academic Year 2 (30)
Spring Semester / Semester 2 Fall Semester / Semester 1
CH Course Title Course no CH Course Title Course no
3 Algorithms & Problem Solving ITCC 103 3 Data Structures ITCC 201
3 Database Systems ITCC 306 3 Cybersecurity Programming ITCS 203
3 Introduction ta Artificial Intelligence ITAI 201 3 Probability and Statistics STAT 201
3 Leadership, Entrepreneurship & Innovation UNIV 201 3 Ethics & Professional Responsibilities ITCC 106
3 Sustainable Development STDE 201 3 Language & Communication COMM 103
Total Semester Credit Hours: 15 Total Semester Credit Hours: 15
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Academic Year 3 (30)
Spring Semester / Semester 2 Fall Semester / Semester 1

CH Course Title Course no CH Course Title Course no
3 Principles of Cybersecurity ITCS 317 3 Netwaorks ITCS 303
3 Network Security ITCS 310 3 Software Engineering ITCC 307
3 Malware Analysis ITCS 312 3 Cryptography ITCS 311
3 Major Elective Major Elec 3 Operating Systems ITCC 301
3 Foreign Language Requirement Foreign Language 3 Web Development ITCS 316

Total Semester Credit Hours: 15 Total Semester Credit Hours: 15

ITCC 400 Practical Training Total Credit Hours =3

Academic Year 4 (30)
Spring Semester / Semester 2 Fall Semester / Semester 1
CH Course Title Course no CH Course Title Course no
3 Digital Forensics ITCS 417 3 Graduation Project ITCC 403
3 Cyber-Physical Systems Security ITCS 401 3 Ethical Hacking and Penetration Testing ITCS 407
3 Major Elective Mail:lr Elec 3 Information Assurance Compliance, Audit, and Risk ITCS 416
Management
3 Islamic and World Culture soci102 3 Major Elective Major Elec
3 Governance LAWC 305
Total Semester Credit Hours: 15 Total Semester Credit Hours: 15
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Spécialisation en cybersécurité

MAJOR REQUIREMENTS UNIVERSITY REQUIREMENTS
PREREQUISITE (33 CREDIT HOURS) Course No. CH |PREREQUISITE (30 CREDIT HOURS) COURSE NO.
3 ITCC 204 Programmation en cybersécurité ITCS 203
3 Aucun Langues et communication COMM 103
ITcc1o1, ITCS 311 P
3 - Cryptographie 3 Aucun Histoire du Qatar HIST 103
ITCC 104 ITCC 301 3 Aucun Gouvernance LAWC 305
3 . Systémes d'exploitation
MrdEZtL 3 Aucun Cultures islamiques et mondiales SOCI 102
3 ITCS203 Développement web ITCS 316
3 ITCS303 Principes de cybersécurité ITCS 317 3 Aucun Réussite universitaire UNIV 101
= Sacurité des - -
INESB03 ECUITITE des reseaux ITCS 310 3 Aucun Leadership, entrepreneuriar et innovation UNIV 201
3 ITec 301 Analyse des logiciels malveillants ITCS 312
- ITCC 307 3 Aucun Rédacrion anglaise | ENGL 114
z Aucun Conformité, audit et gestion des risques ITCS 416 3 ENGL 114 Rédaction anglaise I ENGL 115
en matiére d'assurance de l'information
ITCS 407 3 Aucun Développement durable STDE 201
3 ITCS 310, Hacking éthique et tests d'intrusion
ITCS 316 3 Aucun Exigences en matiére de langue érrangére Foreign Language|
3 ITCC 301, Anal}‘se forensique numérique ITCS 417 COLLEGE REQUIREMENTS
ITCS 303 CH | PREREQUISITE (48 CREDIT HOURS) COURSENO.
3 ITCS 310 Sécurité des systémes cyberphysiques ITCS 401 3 Aucun Mathématiques discrétes ITCC 102
CH ‘ PREREQUISITE ‘ MAJ(%RCFI-IIEE[():ITFIYI%EJQRSU)RSES ‘ Course No. 3 Aucun Programmation informatique ITCC 204
3 315 ITCS Special Topics in Cybersecurity 35 1TCS 3 Aucun Calcul différentiel et intégral ITCC 105
3 4151TCS Blockchain Technalogy M5ITCS 3 ITCC 105 Algébre linéaire ITCC 101
3 411ITCS Risk Management 4111TCS 3 ITCC 204 Programmation orientée objet ITCC 250
3 4121TCS Multimedia Security M21TCS 3 ITCC 250 Structures de données ITCC 201
K A131TCS Secure Systems Analysis and Design 4131TCS 3 ITCC 105 Probabilités et statistiques STAT 201
3 4141TCS Wireless Networks and Security H141TCS 3 Aucun Fondements des technologies de ['informatiop ITCC 104
3 304 ITEC Cloud Computing 304 ITEC 3 ITCC 201 Algorithmes et résolution de problémes ITCC 103
3 305 ITEC IT Project Management and Entrepreneurship 305 ITEC B Aucun Ethique et responsabilités professionnelles ITCC 106
3 403 ITEC Mabile Application Development 403 ITEC 3 ITCC 250 Systémes de bases de données ITCC 306
; 303 ITEC Data Analytics BT 3 TCC250 | Génie logiciel ITCC 307
Létudiant peut demander a s'inscrire au cours en méme temps qu'au cours préalable requis. 3 ITCC 104 Réseaux ITCS 303
B3] ITCC 204 Introduction a l'intelligence artificielle ITA1201
3 ITCC 307, and should | Srage prarique ITCC 400
pass at least 75 CH
3 | mcc400, and should ITCC 403
pass atleast80CH | Projet de fin d'études
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Academic Year 1 (30)

Spring Semester / Semester 2

Fall Semester / Semester 1

CH Course Title Course no CH Course Title Course no
3 Programmation orientée objet ITCC 250 3 Calcul différentiel et intégral ITCC 105
3 (Algebre lingaire ITCC 101 3 Programmation informatique ITCC 204
3 [Fondements des technologies de ['information ITCC 104 3 Mathématiques discrétes ITCC 102
3 [Réussite universitaire UNIV 101 3 Histoire du Qatar HIST 103
3 Rédaction anglaise Il ENGL 115 3 Rédaction anglaise | ENGL 114

Total Semester Credit Hours: 15 Total Semester Credit Hours: 15

Academic Year 2 (30)

Spring Semester / Semester 2

Fall Semester / Semester 1

CH Course Title Course no CH Course Title Course no
3 Algorithmes et résolution de problemes ITCC 103 3 Structures de données ITCC 201
3 Systémes de bases de données ITCC 306 3 Programmarion en cybersécurité ITCS 203
3 Introduction a l'intelligence artificielle ITAI 201 3 Probabilités et statistiques STAT 201
3 Leadership, entrepreneuriat et innovation UNIV 201 3 Ethique et responsabilités professionnelles ITCC 106
3 Développement durable STDE 201 3 Langage et communication COMM 103

Total Semester Credit Hours: 15 Total Semester Credit Hours: 15
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Academic Year 3 (30)
Spring Semester / Semester 2 Fall Semester / Semester 1
CH Course Title Course no CH Course Title Course no
3 Principes de cybersécurité ITCS 317 3 Réseaux ITCS 303
3 Sécurité des réseaux ITCS 310 3 Génie logiciel ITCC 307
3 Analyse des logiciels malveillants ITCS 312 3 Cryptographie ITCS 311
3 Cours au choix Major Elec 3 Systemes d exploitation ITCC 301
3 Exigence de langue étrangére Foreign Language 3 Développement web ITCS 316
Total Semester Credit Hours: 15 Total Semester Credit Hours: 15

Formation pratique ITCC 400 : nombre total d'heures de crédit = 3

Academic Year 4 (30)
Spring Semester / Semester 2 Fall Semester / Semester 1
CH Course Title Course no CH Projet de fin d'études Course no
3 Criminalistique numérique ITCS417 3 Piratage éthique et tests d'intrusion ITCC 403
3 Sécurité des systémes cyberphysiques ITCS 401 3 il T AT T (LD ITCS 407
liés i la sécurité de I'information
3 Majeure au choix Major Elec 3 Cours au choix (spécialisation) ITCS 416
3 Culture islamigue et mondiale SOC1102 3 Gouvernance Major Elec
3 LAWC 305
Total Semester Credit Hours: 15 Total Semester Credit Hours: 15




